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Introduction 
 
A simple web search of a person’s name on Social Media could point to multiple social media sites 
within minutes, and a variety of details can be found about someone, including photos and 
information about marital status, children, race, age, gender, religion, political affiliation, hobbies, 
and more (Davison, Hamilton, & Bing, 2012).  
 
Many people may be posting personal information on social media sites with the intended audience 
of friends in mind, but often there is another audience that is not being considered, such as potential 
employers (Stoughton, Thompson, & Meade, 2013). As an inexpensive alternative to traditional 
background checks, many employers are turning to Social Media screening to evaluate job 
candidates. Employers often have access to personal information about the candidate that is not 
accessible during the interview process, and these Social Media screenings can reveal startling 
results about a candidate (Miller, Parsons, & Lifer, 2010).   
 
The purpose of this study was to explore how the use of Social Media screening by employers can 
impact people seeking employment and to examine the benefits and consequences of employers 
using such a practice.  
 
Literature Overview 
 
Social Media screening is comparable to background checks in a new medium, except with more 
invasiveness because both job relevant and job irrelevant information can be gathered by the 
employer. Traditional background checks may investigate a person’s criminal record, credit 
history, driving record, previous employment, and education; but much more can be learned 
through a Social Media inquiry. A quick review of a candidate’s Facebook or Twitter site could 
reveal an applicant’s number of children, marital status, religious affiliation, political views, and 
hobbies, among other personal information (Davison et al., 2012).    
 
Several approaches to Social Media screening include (a) the people directly involved in the hiring 
decision investigate the candidate’s online presence; (b) an employee with no part in the decision-
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making process performs the Social Media screening on the job candidate; or (c) a consumer 
reporting agency, a third party, performs the Social Media screening and then reports to the 
employer (Reicher, 2013).  
 
Social media allows employers access to information about a potential hire that they would not be 
allowed to gather during the job interview; and unlike criminal background checks, employers can 
research a job applicant’s social media profile without making the applicant aware (Ebnet, 2012). 
Through an online search, it is possible for employers to discover information which is usually 
under the protection of federal employment discrimination laws, including a person’s race, 
religious affiliation, gender, and national origin, which are covered under the Civil Rights Act of 
1964; age, which is covered by the Age Discrimination in Employment Act of 1967; and disability 
status, which is covered by the Americans with Disabilities Act of 1990. This information may be 
gathered from a profile picture alone, which is usually available to the public on most social media 
sites and without the option to remove from public view. Additionally, a social media site profile 
picture gives employers the opportunity to make hiring decisions based on factors which are not 
protected by federal law, including sexual orientation, physical attractiveness, and smoking habits 
(Brown & Vaughn, 2011).   
 
It is nearly impossible to confirm the validity of information found on social media sites, and the 
information discovered during Internet screening could possibly be misleading or inaccurate. For 
example, a social media site could be created as a personal attack or practical joke and, therefore, 
contain completely false information about someone (Weathington & Bechtel, 2012). The 
information on a job candidate’s social media site is not necessarily more accurate than the 
information provided during an interview or on a résumé. A person may create a social media site 
with certain viewers in mind, and the site may not be a true reflection of the user’s personality. For 
example, an individual may “fake good” on Facebook if the intended audience is family or 
potential employers or “fake bad” if the intention is to impress friends or potential mates (Davison, 
Maraist, & Bing, 2011). In addition, job applicants may be more likely to tailor online behavior to 
match the evaluation criteria of an employer if aware of the employer’s practice of Internet 
screening (Bangerter, Roulin, & Konig, 2012).  
 
Many job applicants use social media as an informal means of communication and may leave 
traces of unfiltered data, not intended for employers, on blogs, tweets and posts on Facebook. This 
social communication could offer employers a glimpse into the uncensored life of a potential hire 
and could be used in the evaluation process (Stoughton et al., 2013).  
 
Online content created through social media is often permanent, which can make hiding an online 
history more difficult (Ebnet, 2012). People who send uncensored messages and photos over 
Twitter and Facebook are not likely to consider the long-term effects before making such decisions. 
The Internet and social media have made communication near-instantaneous, widespread, and 
indefinitely stored; and erasing online content is often limited if not impossible (Baumhart, 2015).    
Social media sites, such as LinkedIn, are designed as professional environments for people to 
network with colleagues and prospective employers and to share information about employment 
history and education. On the opposite side are social media sites like Facebook and Twitter which 
are designed as more casual environments for people to connect with friends and family and to 
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share information about one’s social life. These types of personal sites are not designed with 
colleagues or prospective employers in mind (Stoughton, Thompson, & Meade, 2015).   
 
Methodology 
 
A blend of primary and secondary research was used in this study. The secondary research included 
a review of scholarly literature that focused on social media and Internet screening and its impact 
on the hiring process. A review was also performed of the 2014 CareerBuilder survey that sampled 
more than 2,000 hiring managers who used social media sites to evaluate job candidates (Grasz, 
2014).   
The primary research focused on interviews with four hiring managers who were chosen for the 
study based on convenience and accessibility. The sampling size was delimited to four participants 
and may not be representative of larger groups. In addition, the research was limited by 
generational and gender differences which may have influenced the attitudes of participants and, 
therefore, influenced the results. Of the four hiring managers, three were male and one was female. 
The participants represented Generation X, Generation Y, and the Baby Boomers. Lastly, the data 
were self-reported.  
 
Results and Implications 
 
In a recent survey by CareerBuilder, more than 2,000 hiring managers were asked to identify what 
they found during an Internet screening that led to the elimination of a job candidate from 
consideration of employment. The top reasons included postings of provocative or inappropriate 
photographs or information (46%), postings of drinking or drug use (41%), badmouthing previous 
employer or fellow employee (36%), displaying poor communication skills (32%), posting 
discriminatory comments (28%), and lying about qualifications (25%) (Grasz, 2014).  
 
The primary research in this study focused on interviews with three hiring managers who 
frequently used social media as a screening tool and one manager who did not practice and did not 
have plans to practice Internet screening. The hiring managers gave the following reasons for 
practicing Internet screening: to save time and help reduce the number of candidates to interview, 
to find out if the job candidate is lying about résumé, to find out if the job candidate is badmouthing 
current employer, to get a real-life perspective of the job candidate, and to determine a job 
candidate’s character. 
 
According to the hiring managers, the following was found on social media sites of potential hires 
that led to the elimination of the candidate from consideration: poor communication skills, lack of 
professional networks, postings of scantily-dressed photos, disrespectful comments, badmouthing 
previous employer, and lack of real-world experience. 
 
The CareerBuilder survey also identified what employers found during an Internet screening that 
led to them hiring a job candidate. The most common reasons were: appeared to be a good fit 
within the company culture (46%), background information supported professional qualifications 
for the job (45%), social media site conveyed a professional image (43%), well-rounded and 
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showed a wide range of interests (40%), great communication skills (40%), and creative (36%) 
(Grasz, 2014). 
 
According to the hiring managers, the following was found on social media sites of potential hires 
that led to the candidate being hired: good communication skills, a professional profile, site 
consistent with résumé qualifications, proof of real-world experience, well-rounded, and creative.  
 
The shared reasons for passing on a job applicant in the CareerBuilder survey and in the interviews 
with the hiring managers were: inappropriate photos, badmouthing, poor communication skills, 
and disrespectful comments. The CareerBuilder survey found that drinking/drug use was the 
second highest reason for employers to pass on an applicant; but in the interviews with hiring 
managers, drinking/drug use was not a reason at all. In the interviews with hiring managers, the 
lack of real-world experience was a reason for passing on an applicant that was not found as a top 
reason by the CareerBuilder survey.  
 
The interviews with the hiring managers and the CareerBuilder survey also found similar reasons 
for hiring an applicant after an Internet screening, including the following: good fit with company 
culture, information supported qualifications on the résumé, professional site, well-rounded, 
creative, and good communication skills. The CareerBuilder survey found that being a good fit 
with the company culture the highest for managers to hire an applicant, but in the interviews with 
the hiring managers, fit was not a reason at all. The interviews with the hiring managers found that 
proof of real-world experience was a top reason for hiring a candidate, but was not a top reason 
found in the CareerBuilder survey.  
 
Conclusions and Recommendations 
 
The number of employers using social media sites to evaluate job candidates during the hiring 
process is growing quickly. While résumés and interview performance still remain the major 
determining factors in the hiring process, many employers are using Internet screening in addition 
to or as an alternative to background checks. Through Internet screening, employers often learn 
information about job candidates that they would not be able to learn during the job interview. 
Many people are unaware of the long-term effects that inappropriate material on social media sites 
can have on future job opportunities and of the importance of properly managing privacy control 
settings on social media sites. The line between public and private information in cyberspace is 
often blurred, and the issue of fairness with using Internet screening is a common debate. 
Employers could face potential consequences of using such a practice, including discrimination 
lawsuits, negative attitudes of the job candidates involved in the screening, and damages to an 
organization’s reputation.  
 
 Based on the findings in this study, it is recommended that social media users practice self-
censorship when posting content to personal sites like Facebook and Twitter. Social media users 
should be aware that personal sites may not be treated as a private environment by employers, and 
since employers are increasingly using Internet screening in the hiring process, any inappropriate 
content could lead to a job candidate’s elimination of consideration. Ultimately, users should 
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understand the limitations to and the usefulness of using privacy control settings on social media 
sites.  
  
It is recommended that employers consider the consequences of practicing Internet screening as 
an evaluation tool in the hiring process. An employer should understand that information on social 
media sites may be misleading or inaccurate and that Internet screening could potentially introduce 
bias into the hiring process. Finally, employers should be aware of federal laws that protect 
applicants from discrimination and of recent legal issues that question the lawfulness of Internet 
screening.    
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